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MamsaTka
ans ooy4yarwwmxca o6 nHpopmMauMoHHON

©0e3onacHoOCTU geTten
HEJMb3A

1. Bcem nogpsg coobuiatb CBOK YaCcTHYH MHGOPMaLMIO (HacToswmue ums, hamunuio,
TenedoH, agpec, HOMep LWKOrbI, a Takke hoTorpadoum CBOWU, CBOEN CEMbU U Apy3en);

2. OTKpbIBaTb BNOXEHHbIE ddansibl 9NIEKTPOHHOW MOYThI, KOrAa He 3Haellb
oTnpaBuTens;

3. MpybuTtb, NpuanpaThCcs, okasbiBaTb AaBeHne — BECTU cebsl HEBEXNMBO U
arpeccuBHo;

4. He pacnopsikancsa geHbramm TBoen cembu 6€3 paspelleHns ctaplumnx - Bceraa
cnpaiwumsan poauTtenen;

5. He BcTpevamncs ¢ IHTepHET-3HaKOMbIMWN B peasibHOW XU3HU - MOCOBETYUCH CO
B3pPOC/bIM, KOTOPOMY AOBEpPSELLb.

OCTOPOXHO

1. He Bce nuwyT npasgy. YnTtaewsb o cebe HenpaBay B NHTepHeTe — coobLum 06 aTom
CBOMM POANUTENSAM UINK ONEKyHaM;

2. MNpurnawatoT nepennucebiBaTbCs, UrpaTb, 0OMeHMBaTbLCS - NPOBEPb, HET N MNOABOXA;
3. He3sakoHHOe konupoBaHue dannos B MIHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBar B3pOCSibiM 0 Npobriemax B CETU - OHW BCerga nomoryT;

5. icnonb3yn HacTponkn 6e30nacHOCTN U NPMBATHOCTN, YTOObI HE NOTEPSATH CBOW
aKKayHTbl B COLICETSIX U ApYrnX nopTanax.

MO>XHO

1. YBaxan gpyrmx nonb3oBarenen;

2. Monbayewbcs NHTEPHET-UCTOYHUKOM - fienan CCbIfiKy Ha Hero;
3. OTKpbIBal TONbKO T€ CChIfIKK, B KOTOPbIX YBEPEH;

4. ObwaTbCs 3a NOMOLLbIO B3POCHbIM - pOAUTENN, ONEKYHbl U aAMUHUCTPAaLMSA CalnToB
BCeraa nomoryT;

5. MNpongn obyyeHne Ha canTe «CeTeBMYOK» U NOSy4M NacnopT umngpoBoro
rpaxgaHuHa!
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UHdopmaumnoHHaa namaTka gnsa obyyarowmxcs ans
pa3melueHus Ha opuuymanbHbIX MHTEepHeT-pecypcax



C kaxxabIM rooM MOMOAEXN B MHTEPHETE CTAaHOBUTLCH OOrbLUe, a LUKONbHUKA OAHU U3
caMblX aKTMBHbIX Nonb3oBaTenen PyHeTa. Mexay Tem, NOMUMO OrPOMHOIO KOnnMyecTBa
BO3MOXHOCTEW, MHTEPHET HECET N Npobnembl. ATa NnamMsaTKa AOIMKHA NOMoYb Tebe
©e3onacHO HaxoauUTbCA B CETMW.

KOMI'IbIOTeprIe BMPYCbI

KoMnboTepHbIN BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHbLIX NporpamMm,
OTNNYUTENBHON OCOBEHHOCTBLIO KOTOPOW SIBASIETCS CNOCOBHOCTbL K pa3MHOXeHMI0. B
AOMNOJSTHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITU MOSMHOCTLIO YHUYTOXUTb BCE
dannbl U gaHHble, NOAKOHTPOSbHbIE NOMb30BATESO, OT UMEHU KOTOPOro Obina
3anylieHa 3apaxeHHas nporpamma, a Takke noBpeanTb UNn Saxe YHUYTOXUTb
ornepawmoHHY CUCTEMY CO BceMU dhannamm B LiefioMm. B 6onbLUMHCTBE cryyaeB
pacnpoCTPaHSATCA BUPYCbl Yepes3 UHTEPHET.

MeToabl 3aWmThl OT BPEOOHOCHbIX NMporpamMmm:

1. icnonb3yi coBpeMEHHbIE onepaunoHHbIE CUCTEMbI, UMEKOLLIME CEPLE3HbIN YPOBEHb
3aLlnTbl OT BPEOOHOCHbIX Nporpamm;

2. NMocTosAHHO ycTaHaBnmBan nadTt (LmMpoBble 3annaTku, KOTOpble aBTOMaTUYECKN
yCTaHaBNMBalTCs C Lenbio 4opabTkn nporpaMmmbl) 1 apyrme obHOBIEHUSI CBOEN
onepaumoHHon cuctemMbl. CkaumBam nx TONbKO ¢ ohuumanbHOro canta paspabortyumka
OC. Ecnu cyliecTtByeT pexnumMm aBToMaTU4eckoro 0GHOBMEHNS, BKIOYN €r0;

3. PaboTtan Ha cBoem KOMMblOTEPE MO NpaBamu NONb3oBaTens, a He
aAMUHUCTpaTopa. OTO He NO3BOSNUT BOSbLUNHCTBY BPEAOHOCHLIX NpOorpamMmm
WHCTanNnMpoBaTbCs Ha TBOEM NEePCOHaNbHOM KOMMbIOTEPE;

4. V\cnonb3yn aHTUBUPYCHbIE NPOrpaMMHbI€ NPOAYKTbl U3BECTHLIX NPON3BOAUTENEN, C
aBTOMaTU4eckum obHoBneHnem 6as;

5. OrpaHunyb hmsnvecknin JOCTYN K KOMNbIOTEPY AS1S1 NOCTOPOHHUX NN,

6. VMlcnonb3yn BHELLUHWE HOCUTENU MHGOPMaLMK, Takue Kak doreLwlka, AUCcK unm dann mns
WHTEpHETa, TONbKO M3 NPOEPEHHBIX NCTOYHMKOB,

7. He oTKpblBan KOMNbIOTEPHbIE halnnbl, NOMyYeHHble N3 HEHaOEXHbBIX MICTOYHMKOB.
[axe Te cdbannbl, KOTOPbIE NpUCNan TBOM 3HAKOMbIN. Jlyylle yTOYHU Yy HEro, OTNpaBisn
nn OH Tebe unx.

Cetnn WI-FI

Wi-Fi - 3T0 He BuAg nepenaym gaHHbIX, He TEXHOMNOIMS, a BCero nuilb 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackas komnanus 3apermctpuposana 6peng « WECAy, uto
obo3Hauvano cnosoco4veTaHne «Wireless Fidelity», koTopbIi nepeBoANTCS Kak
«becnpoBogHas TOYHOCTbLY.

[lo Hawero BpeMeHn gowna gpyras abbpesmnaTtypa, kKoTopasi IBAsIETCA TaKOMW Xe
TexHonormen. 3to abbpesmatypa «Wi-Fi». Takoe HazBaHMe ObiNo 4aHO C HAMEKOM Ha
CTaHZapT BbICLLUMA 3BYKOBOW TexHUKKN Hi-Fi, 4To B nepeBoe 03HavyaeT «BblCOKas
TOYHOCTb».

[a, 6ecnnaTtHbIn MHTEPHET-AOCTYN B Kadhe, OTENSX U a3ponopTax ABNSETCA OTINYHON
BO3MOXHOCTbIO BbIXOAa B UHTEPHET. HoO MHOrMe akcnepTbl CHYUTAIOT, YTO
obwenoctynHble Wi-Fi ceTn He saBnsatoTca 6e3onacHbIMN.

CoseTbl No 6e3onacHocTn paboTe B 06wenocTynHbix ceTax Wi-fi:



1. He nepegaBan cBOK Nn4Hy0 nHdopmMaumio Yyepes obwenoctynHblie Wi-Fi cetw.
PaboTas B HUMX, )XenaTtenbHO He BBOAUTb Naponun JOCTyna, NOrnHbl U Kakne-To HOMepa;

2. Vicnonb3yn n o6HOBNAN aHTUBUPYCHbIE NporpamMmmbl U GpaHgmayep. Tem cambiM Thbl
obesonacuwb cebs OT 3aKayku BUpyca Ha TBOe YCTPOWUCTBO;

3. MNpu ncnonbsoBaHun Wi-Fi oTknoum pyHkumuo «ObLwmin goctyn K cbannam um
npuHTepamy. [laHHas oyHKUMA 3aKpbITa MO yMOMN4YaHMO, OAHAKO HEKOTOPbIE
nosib3oBaTenu akTMBMPYIOT e€ And yaobcTea ncnonb3oBaHnsa B pabote unm yyebe;

4. He ncnonesyn nyonuyHein WI-FI ana nepegayun nuyHbIX AaHHbIX, HAanpuvep ang
BbIXO4a B coLManbHble CETU UMW B 3NIEKTPOHHYIO NOYTY;

5. Mnonb3yn Tonbko 3awmuieHHoe coeanHeHne yeped HTTPS, a He HTTP, 1.e. npu
Habope Beb-agpeca BBOAN MMEHHO «https://»;

6. B MmobunbHoM TenedoHe oTknoun pyHkumo «lMogkntoveHme k Wi-Fi
aBTOMaTU4eckny». He gonyckam aBToMaTnM4eCcKoro NogktoyeHunst yCTpoMCcTBa K CeTaM
Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumnanbHble CeT akTUBHO BXOOAT B Hally X1n3Hb, MHOImMe noan pa60Tar0T N XnBYT
TaM NOCTOSsIHHO, a B Facebook YXKe 3apermctpmnpoBsaH Mmunnumap 4esioBek, 4to
SBNSETCS O4HOW ceabMOoW BCeX xuteneun nnaHeTtbl. MHOrve nonb3oBartenn He
MOHNUMAIOT, YTO VIHd)OpMaLWIH, pa3MeleHHaa NMn B coumnaribHbIX CeTAX, MOXET ObITb
HangeHa n ucnonb3oBaHa Kem yrogHo, B TOM 4ucne He obsasaTtenbHO ¢ Gnarnmm
HaMepeHnAamMmn.

OcHoBHble coBeTbl N0 6e30NacHOCTM B COLMarbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y Tebsa B Apy3bsX HE AOITKHO ObiTb CryYanHbIX U
He3HaKOMbIX INMIOOEN;

2. 3awmiian CBOK YaCTHYIO XN3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEr0 POXAEHUS U APYIYIO JIMYHYO MHAOPMaLNIO. 3M0YMbILLINIEHHUKN MOTYT
ncnonb3oBaTh Aaxke MHGOPMaLUUO O TOM, Kak Tbl U TBOW pOogUTENN NfiaHMpyeTe
NPOBECTU KaHUKYNbI;

3. 3awmian cBow penyTauuto - 4epXu ee B YACTOTe 1 3agaBan cebe BONpoc: XOTenN
Obl Tbl, YTOOLI Apyr1e nonb3oBaTeny BUAENM, YTO Thl 3arpyxaewb? Nogyman, npexae
4YeM YTO-TO onybnukoBaTb, HANUCATb N 3arpy3unThb;

4. Ecnu Tbl rOBOPULLb C NOAbMMU, KOTOPbIX HE 3HaELLb, HE UCMNOMb3YyN CBOE peanbHoe
UMSI 1 OPYTYIO NIMYHYIO MHGOPMAaLUUK: UMS, MECTO XUTENbCTBA, MECTO Yy4ebbl 1 npoyee;

5. N3beran pasmelyeHns otorpaduin B IHTepHeTe, rae Tbl M306paXKeH Ha MECTHOCTH,
Mo KOTOPOM MOXHO onpeaennTb TBOE MECTOMNONOXEHWE;

6. [Npun perncrpaumm B coumanbHOM ceTU HEOBX04MMO UCMONb30BaTh CIOXHbIE Naponu,
cocrosawume n3 6ykB 1 uMdp 1 C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. Ins coumanbHOM CeTU, NOYTbl U APYrMX CauTOB HEOHXOAMMO UCMONb30BaTb pasHble
naponu. Toraa ecnu Te65 B3nomatoT, TO 3M0YMbILLSIEHHUKM NOMAyYaT AOCTYN TONbKO K
O[lHOMY MECTY, a He BO BCce cpasy.

OnEeKTPOHHbIE AEHbIN

ONEeKTPOHHbIE AeHbIM — 3TO OYeHb yA0OHbLIN cnocob nnaTexemn, OAHAKO CyLLECTBYIOT
MOLLEHHWKM, KOTOPbI€ XOTAT NOYYNTb 3TN OEHbBIN.



3J'IeKTpOHHbIe OEeHbIn noaBuIsiINnCb coecem HeaaBHO U UMEHHO U3-3a 3TON0 BO MHOIMMNX
rocygapcreax o CUX nop He nponmcaHo npo HMUX B 3aKOHax.

B Poccum e oHU OyHKUMOHUPYIOT N O HUX YXXe NPONUCcaHo B 3aKOoHe, rae ux
pasgenstT Ha HECKONbKO BUAOB - aHOHMMHbIE U HE aHOHUMHbIE. PasHuua B TOM, 4YTO
aHOHUMHBbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs NpoBoAnUTb onepaunmn 6e3
naeHTudnKaumMm nonbL3oBaTtens, a B HEaHOHUMHbIX NOAEHTUdMKaLUK NoNb3oBaTeNs
ABnaeTca obs3aTernbHON.

Takke criegyeT pasnuyatb 3MNeKTPOHHbIE PMaTHbIe AeHbrM (paBHbI roCy4apCTBEHHbLIM
BantoTam) 1 3reKTPOHHbIE HeddnaTHbIe AeHbIM (He paBHbl roCyJapCTBEHHbLIM
BantoTam).

OcHOBHble coBeTbl No GesonacHol paboTe ¢ ANEKTPOHHBIMU AeHbramu:

1. MpuBsXM K cHETY MOBUITbHBIN TenedoH. ITO camMbl YOO0OHbIN 1 BbICTPBIN CNOCO0
BOCCTaAHOBWUTb OCTYN K cHeTy. [1pMBA3aHHbIN TenedoH NOMOXET, ecnv 3abyaellb CBOM
nnaTeXHbl Naposib UK 3angellb Ha CanuT C HE3HAKOMOrO YCTPOUCTBA;

2. Vicnonb3ayi ogHopasoBble Naponu. Mocne nepexoaa Ha yCUNEHHY aBTopU3aLuio
Tebe yxe He OyaeT yrpoxaTb OMacHOCTb KpaXku Uy nepexearta MnnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHnkam 6yaeT He NPOCTO yragaTh CIIOXKHbIN
napornb. HagexHble napony — 3TO Naposn, KOTOpble CoaepKaT He MeHee 8 3HaKOoB U
BKItOYaoT B cebs1 CTPOYHbIE M NPONUCHbIE DYKBbI, LMPbI U HECKOSTbKO CUMMBOJSIOB,
Takue Kak 3Hak gonnapa, oyHTa, BocknmuaTenbHbl 3Hak 1 7.n. Hanpumep, StRONg!;;

4. He BBOAM CBOU NNYHbIE AaHHble HA canTax, KOTOPbIM HE AOBEpPSeLlb.
OneKTpoHHada NoHTa

ONeKTPOHHas NoYTa — 3TO TEXHOMOIMMS 1 NpeJocTaBrseMble el YCyrn no nepecobinke
N NONYYEHMNIO 3MEKTPOHHbBIX COOBLLEHNI, KOTOPble pacnpenenstoTcs B KOMMbIOTEPHOM
ceTn. OBbIYHO SNEKTPOHHbIV MOYTOBBIN ALWMK BbIrNAANT criegyowmmMm obpasom:
UMS_nonb3oBaTensa@umsa_aoMeHa. Takke KpoMe nepefayun npocToro TeKecTa, MMeeTcs
BO3MOXHOCTb nepenasartb hanrbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEKTPOHHON NOYTON:

1. Hago BbIGpaTh NpaBuInbHbINA NOYTOBLIV cepBUC. B MHTEpHETE eCTb OrpOMHbIN BbIGOp
©ecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO NyYlle JOBEPATb TEM, KOro 3HaeLlb U KTO
nepBbi B PENTUHTE;

2. He ykasbiBan B NN4YHOM NoyTe NUYHYO MHdopmauno. Hanpumep, nyywe BbiOpaTb
«My3blkanbHbIi_haHat@» unm «pok2013» BMmecTo «Temal3y;

3. Vicnonb3yn gByxaTanHyo aBTopm3aumio. ATO Koraa NnoMMMO Napons HY>XHO BBOAUTb
Kog, npucbinaemoii no SMS;

4. Boibepu cnoxHbii naponb. [ns KaXaoro noYToBOro silmka AomkeH ObiTb CBOM
HaZEeXHbIN, YCTOMYMBLIN K B3NTIOMY Maporsib;

5. Ecnun ecTb BO3MOXHOCTb HanncaTtb CaMoMy CBOW SIMYHBIN BOMPOC, UCNOSb3yn 3Ty
BO3MOXHOCTb;

6. Ncnonb3yn HECKOMbKO MOYTOBbLIX ALWMKOB. NepBbIv 415 YaCTHOM Nepennckn ¢
agpecatamu, KOTOpPbIM Tbl JOBEPSIELLb. DTO ANEKTPOHHbIV aapec He Hado
ncrnonb3oBaTh Npu perucTpaumm Ha popymax n camrtax;



7. He oTkpbIiBa chanrnbl U Apyrve BIIOXEHUS B MMCbMax Aaxe ecrnn OHW MpuULLIn oT
TBOWX Apy3en. Jlydlie yToUHU Y HUX, OTNPaBnanu nu oun Tebe atun hannsoi;

8. MNocne okoHYaHUst paboTbl HA MOYTOBOM CEpBUCE Nepes 3aKkpbiTUeM BKNaaKu C
caiToM He 3abyab HaxaTb Ha «BbIATU».

KnbepbynnuHr unmn sBuptyanbHoe U3geBaTefnibCTBO

KnbepbynnuHr — npecnegoBaHme CoobLLEHNSIMN, COAepXKaLLMMN OCKopbeHus,
arpeccuio, 3anyrmpaHue; XynmraHcTeo; coumarnbHoe BOMKOTUPOBaHME C MOMOLLbIO
PasnnYHbIX UHTEPHET-CEPBUICOB.

OcHoBHble coBeTbl No bopbbe ¢ KnbepOynnHrom:

1. He B6pocaiicsa B 6on. Jlydwmnm cnocob: nocoBeToBaThCs Kak cebsi BECTU U, eCnn HET
TOro, K KOMy MOXHO 0BpaTuTbCs, TO BHavane ycnokonTtbca. Ecnum Tbl HauHelwb
oTBeYaTb OCKOPONEeHNAMM Ha 0cKopOneHNs, TO TONbKO elle 6onblLie pasoxkeLllb
KOHOONUKT;

2. Ynpasnsam csoen knbeppenytaumen;

3. AHOHUMHOCTb B CETU MHUMaSI. CyLLl,eCTByI-OT Cnocobbl BbISICHUTbL, KTO CTOUT 3a
AdHOHMMHbIM aKKayHTOM;

4. He cTouT BeCTU XynuraHckmui obpas BUpTyanbHOM XN3HU. VIHTEpPHET dukcmpyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yoanutb nx byaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBon BUPTYarnbHYH YeCcTb CMOSIoAY;

6. UrHopupyn eamHnyHbin Heratme. OgHOpPa30Bble OCKOPOUTENbHbIE COOBLLIEHUS
nyywe urHopuposatb. OObIYHO arpeccus NpekpaLlaeTcs Ha HavanbHOW cTaguu;

7. BbaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHNAMU, B
coumanbHbIX CETAX €CTb BO3MOXHOCTb BSTOKMPOBKN OTNPaBKM COOBLLEHNI C
onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBngetenb knbepbynnuHra. TBom AeNCTBUS: BbICTYNUTb NPOTUB
npecriegosaTterns, NokasaTb eMy, YTO ero JeNCTBUA OLLEHNBAKOTCH HEraTUBHO,
nogaepxaTb XepTBY, KOTOPOM HY)XHa NcMxonornyeckas NoMoLLlb, COOBLNTL B3POCHbIM
0 haKTe arpeCcCMBHOro NOBEAEHNSA B CETU.

MobunbHbIN TeNnegoH

CoBpeMeHHble cMapTdOHbI U NMNaHLLIEeTbl cogepxaT B cebe BnonHe B3poChbii
dyHKUMOHAr, 1 TeNepb OHU MOMyT KOHKYPUPOBaTb CO CTaLMOHAPHBIMIN KOMMNbIOTEPAMM.
OpHako, CpeacTB 3allUmTbl AN NogobHbIX YCTPOWCTB Noka o4eHb Marno. TecTupoBaHue
N NOUCK YSI3BMMOCTEN B HUX NPOUCXOAUT HEe Tak MHTEHCUBHO, kak ans MK, To e camoe
KacaeTcsi U MOOUITbHbIX MPUMOXEHWUNA.

CoBpeMeHHble MOBUMNbHbIE Bpay3epbl yXKe NPaKTUYECKN LOrHann HacTonbHbIE
aHanoru, OgHako paclumpeHune pyHKLMoHana BrneyveT 3a cobom 00nbLUY CNOXHOCTb U
MEHbLLYIO 3aLULLEHHOCTb.

[laneko He Bce Npon3BoaAUTENN BbiNyCcKatoT 0GHOBIEHMS, 3aKpbiBaloLLMEe KpUTUYECKNE
YSI3BMMOCTW A5si CBOUX YCTPOMNCTB.

OcHoBHble coBeTbl Anda 6esonacHoCcT MObUNbLHOro TenedoHa:

1. Hnyero He siBnsieTca no-HactosaweMy 6ecnnaTHbIM. Byab ocTopoxeH, Beab koraa
Tebe npegnaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObiTb CKPbITbl Kakne-TO NnaTHble
ycnyru;



2. lyman, npexae 4yem otnpasute SMS, dpoto nnun Bugeo. Tbl TOYHO 3HaeLUb, IAe OHU
OyayT B KOHEYHOM uTore?

3. HeobxoamMmo 06HOBMAATL ONepaumoHHY0 CUCTEMY TBOErO CMapTOHa;
4. N\cnonb3yn aHTUBMUPYCHbIE NPOrpaMmbl 4511 MOOUIbHbIX TENEdOHOB;

5. He 3arpy>|<al71 NMPUIIoXKeHnA OT HEN3BECTHOIO NCTOYHUKA, BElb OHM MOTYT coAepXaTb
BpeaoHOCHOEe nporpaMmmHoe obecneyeHue;

6. Nocne Toro kak Tbl Bbl4eLb C canTa, rae BBOAMM NINYHYKO MHOopMaLmio, 3anam B
HacTponkn bpaysepa un yganu cookies;

7. I'Iepmop,mquKM HpOBepFIVI KaKue ninatHble YCIyrn aktTuBUpoBaHbl HA TBOEM HOMEPE;

8. [laBan cBo HoMep MOBUNBHOIO TenedoHa TOSbKO OAAM, KOTOPbIX Thbl 3HAELb U
KoMy AoBepsieLlb;

9. Bluetooth gormkeH 6bITb BbIKIHOYEH, KOrAa Thl UM He norb3yelbes. He 3abbiBan
nHorga npoBepsATb 3TO.

Online urpobl

CoBpeMeHHble OHMNaNH-UrPbI - 3TO KPACOYHbIe, 3axXBaTbiBalOLLME pPa3BrevYeHns,
00beanHALWME COTHN ThICAY YenoBeK No BcemMy Mupy. VIrpokn nccneayroT AaHHbIA UM
MUp, oBLalTCs APYr C APYrOM, BbINOMHAT 3a4aHusl, CpaXatoTCs C MOHCTpaMm U
nony4atoT onbIT. 3a y4OBONbCTBME OHM NNATAT: NOKYNakT AUCK, OnfayvnsatoT
aboHEeMEeHT nnu npnobpeTatoT Kakme-To OnNuun.

Bce aTn cpeactBa MayT Ha noadepkaHue u pasBuUTME UMPbl, @ Takke Ha camy
6e30MacHOCTb: COBEPLLUEHCTBYHTCSH CUCTEMbI aBTOPM3aLUN, BbIMYCKATCA HOBbIE NaTyn
(umdbpoBble 3annaTky A4nst NPorpaMM), 3aKpbiBarTCS YA3BUMOCTU CEPBEPOB.

B nogo6HbIX nrpax CToMT onacaTbCsi He CTOSIbKO CBOMX COMEPHMKOB, CKOJTbKO KpaXku
TBOEro Mapornsi, Ha KOTOPOM OCHOBaHa cMcTemMa aBTopu3aummn 60NbLUNHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOErO UrpoBOro akkayHTa.

1. Ecnu gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HenpuATHOCTH, 3abnokupyn
ero B CN1cKe UrpoKoB;

2. Moxanynca agMUHUCTpaTopam Urpbl Ha NIOXoe NoBeaeHne 3TOro Urpoka,
XenatenbHO NPUNOXNUTb KakMe-To JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbIBan nnyHy0 nHdopmMaLmo B npodansie nrpsbl;
4. YBaxan gpyrmx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnuBaun HeodmumanbHble naTin n Moabl;

6. Micnonb3yn crnoxHble 1 pasHble Nnaponu;

7. Jaxe BO BpeMSA Urpbl HE CTOUT OTKIMOYaTb aHTMBUPYC. oka Thl UrpaeLlb, TBOM
KOMMbIOTEP MOTYT 3apa3unTb.

OUWINHT nNun Kpaxa JINYHbIX OaHHbIX

OOGbIYHOM KpaXkel AeHer N JOKYMEHTOB CEroAHs YK€ HUKOrO He YAMBULLb, HO C
pasBUTMEM UHTEPHET-TEXHOMOMIA 31TI0YMbILLIIEHHUKM NEPEMECTUNNCH B UHTEPHET, U
NpoAOSKAKT 3aHMMATLCS «BUMbBIM» OENOM.



Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHMYECTBA NN PULLIMHT, rMaBHas Lernb
KOTOPOro COCTOUT B MOJSTy4eHUN KOHMUAEHUMAmNbHbIX JaHHbIX Nonb3oBaTenen —
norvHoB 1 naponen. Ha aHrnuinckom sa3bike phishing yntaeTcs kak douwmHr (ot fishing
— pbIBGHas noens, password — naporsb).

OcHoOBHbIe coBeTbl N0 bopbbe ¢ PULLNHIOM:

1. Cnean 3a cBoMM AKKayHTOM. Ecnu Thl nogos3peBaellb, YTO TBOA aHKETa Obina
B3riomMaHa, To HeobxoamMmo 3a6J'IOKI/IpOBaTb ee n coobwmnTb aaMMUHNUCTpPaTopaM pecypca
06 9TOM Kak MOXHO CKopee;

2. cnonb3yn 6e3onacHble Be6-canTbl, B TOM YUChe, MHTEPHET-MarasmHoB U
MOVCKOBBLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3fomaroT, TO
3M10YMBbILUSIEHHUKM NONy4vaT AOCTYN TOMbKO K OAHOMY TBOEMY Npodusito B CETH, a HE KO
BCEM,;

4. Ecnu Tebs B3nomanu, To Heobxoanmo npenynpeanTb BCeX CBOUX 3HAKOMBbIX,
KOTOpbIle nobaBneHbl Yy Tebsa B Opy3bAax, O TOM, 4YTO Tebs B3nomanu u, BO3MOXHO, OT
TBOE€ro MMeHun 6y)1eT paccbinatbCAa cnam n CCbIJTIKM Ha CbI/ILUI/IHFOBbIe cauThbl;

5. YctaHoBu HagexHbii naponb (PIN) Ha MOBUnbHbIN TenedoH;
6. OTKNYKM coxpaHeHune napond B 6paysepe;

7. He oTKkpbiBan thansibl n gpyrne BROXEHUS B MMCbMaXx gaXe eCniv OHWU MpULLINu ot
TBOMX Opy3en. Jlyylle yTO4HM Yy HUX, OTAPaBAANN N OHM Tebe 3Tn dhansbl.

Lndgposas penyTtaumsa

Lindpposas penytaums - 3To HeraTMBHasi Unmn NO3NTUBHAA MHApOpMaLnd B ceTu o Tebe.
KomnpomeTupytoas nHdopmarms pasmeLleHHasa B UHTEPHETE MOXET Cepbe3HbIM
obpa3om 0TpasnTbCA Ha TBOEW pearibHON xun3Hu. «Lindposasa penytaumsi» - 3To TBOK
UMUK, KOTOPbIM dhopMUpyeTcsa U3 nHdopmauum o Tebe B UHTEPHETE.

TBOE MecTo XuUTenbCTBa, y4ebbl, TBOE (PUHAHCOBOE MOSOXEHME, OCOBEHHOCTM
XapakTepa 1 pacckasbl 0 65IM3KUX - BCE 3TO HaKannMBaeTCs B CETU.

MHorne nogpoCTKMN NIErKOMbICIIEHHO OTHOCATCS K Ny6nukaumm nndHon nHpopmMaunmn B
MHTepHeTe, He NOHMMAasa BO3MOXHbIX NOCNEeACTBUI. Thbl JaXe HE CMOXeLlb AoragaTbCd
O TOM, YTO poTorpadusi, pasmeLleHHasa 5 neT Hasag, crana NPUYNHOM oTKasa NPUHATb
Teba Ha paborTy.

KommeHTapuu, pasmelleHme Tsomnx potorpacdunn n apyrne AenNCcTBus MoryT He
NCYE3HYTb Aaxke Mocre TOro, Kak Tbl UX yaanuib. Tbl HE 3HaELb, KTO COXpaHun aTy
MHdOpPMaUMIo, nonarna fiv OHa B NOMCKOBLIE CUCTEMbI U COXPaHUIach Nim OHa, a
rmaBHOE: YTO NogymMatoT 0 Tebe okpyXxarLee noan, KoTopble HanayT U YBUOAT 3TO.
Hantn nHgopmaumio MHOMo NET CNycTs CMOXET Ntobon - Kak n3 gobpbix No6yXaeHUHN,
TaK U C HAMEPEHNEM MPUYMHUTL Bpen. OTO MOXET ObiTb KTO YroaHo.

OcCHOBHbIE COBETbI NO 3awuTe LUmMdpoBon penyTaummn:

1. Mopgyman, npexae 4em 4To-To Nyb6rnmkoBaTtb U nepegaBath y cebs B 6nore unm B
couunanbHON CeTu;

2. B HacTpovkax npounsa ycTaHOBU OrpaHUYeHUs Ha NPOCMOTP TBOEro Npodound n ero
COLEPKMMOro, caenan ero ToNbKo «ans apyseny;



3. He pa3meLllan n He ykasbiBan MHopMaLuio, KOTopas MOXET KOro-nmbo ockopbnaTb
UM oomxaTtb.

ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN- aKTUBHbIE MOJ1b30BaTESIN Ll,l/l(prBOFO NPOCTpaHCTBA.
OpHako ganeko He BCe 3HatoT, YTO MONb30BaHME MHOMMMM BO3MOXKHOCTSMM Ll,VI(prBOFO
Mupa Tpe6yeT cobnogeHuns npaB Ha UHTENNEKTyallbHYHO COBCTBEHHOCTb.

TepMI/IH «KUNHTEJNEeKTyalibHaA CODOCTBEHHOCTb» OTHOCUTCS K pa3sindHbIM TBOPEHUNAM
yerioBe4yeCKoro yma, HavdnmHad ¢ HOBbIX M306peTeHI/IIZ N 3HaKoB, 0603HaYaOLLNX
COBCTBEHHOCTb Ha npoAyKTbl U yCnyrn , 1 3akaH4nBad KHUramu, (bOTOFpa(bMFIMM,
KI/IHO(*)I/IJ'IbMaMM N My3blKalibHbIMW Npon3BeaeHNAMN.

ABTOpPCKME Npaea - 3TO NpaBa Ha MHTENNEeKTyarnbHYy COOCTBEHHOCTb Ha NPON3BEOEHUS
HayKku, NUTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B KaYeCcTBe rapaHTum
TOrO, YTO UHTENNEKTYanNbHbIA/TBOPYECKUIA TPYA aBTopa He ByaeT HanpacHbIM, 4acT emy
cnpaBearnvBble BO3MOXHOCTM 3apaboTaTk Ha pesynbTaTax CBOero Tpyaa, nony4nTb
N3BECTHOCTb M NpusHaHue. HMKTo Ge3 paspelleHnsa aBTopa He MOXET BOCNPOMU3BOAUTb
ero npousBeaieHne, pacnpocTpaHaTb, NyONMYHO AEMOHCTPMPOBAaThL, NPOaaBaTh,
UMMNOPTUPOBATL, NycKaTb B NMPOKaT, MyGMYHO UCMONHATb, NOKa3biBATL/UCMNONHATL B
achupe unu pasmewiatb B IHTepHeTe.

Mcnonb3oBaHne «NnMpaTckoro» NporpaMmmHoro obecneyeHnss MoXxeT NPUBECTU K MHOTUM
puycKkaMm: OT NOTEPU AaHHbIX K TBOMM aKkkayHTam 40 O6NoKMpOBKM TBOErO YCTPOWCTBA, rae
YyCTaHOBIEHHbIN He feranbHasi nporpamma. He ctouT Takke 3abbiBaTb, YTO
cyliecTByeT nerarnbHble U GecnnaTHble Nporpammbl, KOTOPbIe MOXHO HalTU B CETMU.

O noptane

CeTeBUYOK.p - TBOM rMaBHbIA COBETHMK B CETU. 34ECh Tbl MOXELLb Y3HATb O

©e30MacHOCTM B CETU NMOHATHBLIM U AOCTYMNHbIM S3bIKOM, a NPy BO3HUKHOBEHUM
KpUTU4eckon cutyaumm obpaTtmuTbCs 3a COBETOM. A TakKe NPUHATL ydacTue B

KOHKypCcax 1 CTaTb caMblM LNMAPOBLIM rpaxgaHnHom!

MpunoxeHne Ne 3

NMamaTtka ana poauteneun o6 MHpopMmaLUOHHOMN
Oe3onacHocTu geTten

OnpefneneHve TepMrMHa «MHOPMaLMOHHaa 6e30MacHOCTb AeTen» COOePXKUTCS

B ®epepansHom 3akoHe Ne 436-D3 «O 3awmte geten ot nHpopmaumm, NPUUNHSIOLLEN
Bpe UX 300POBbI0 U Pa3BUTUIO», PEFYNINPYHOLLUM OTHOLLEHUS, CBS3aHHbIE C 3aLLMTON
aeTen oT nHpopmaumm, NPUYMHSIOLLIEN Bpea UX 340POBbLIO 1 (MNK) pasBUTHIO.
CornacHo faHHOMY 3aKOHY «MH(OpMaUMoHHasa 6e30nacHOCTb AeTeN» - 3TO COCTOSIHUE
3aLUNLLLEHHOCTN, MPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYNHEHNEM
MHdOpMaUVen Bpeaa nx 34opoBbio 1 (Mnn) pmanyeckomy, NCUXMYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epgepansHoro 3akoHa Ne 436-®3 nHdopmaumnen, NpUYnHSIoLWLEN Bpea
300pOBbIO U (MNK) Pa3BUTUIO AETEN, ABNSETCA:

1. "HOpMaUUS, 3anpeLleHHas anga pacnpocTpaHeHns cpean geTeu;

2. Hbopmaums, pacnpocTpaHeHne KOTOPOW orpaHMYeHo cpeaun aeTen onpeneneHHbIX
BO3pacCTHbIX KaTEropun.
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3. K nHdopmauum, 3anpeLeHHon Ans pacnpocTpaHeHus cpean geTen, OTHOCUTCS:

4. nHcpopmauums, nobyxgaruiast AeTEN K COBEPLLUEHNIO AENCTBUN, NPeaCTaBNAOLMNX
Yrpo3y UX XXU3HU U (UNn) 300POBLIO, B T.4. MPUYUHEHMUIO Bpeada CBOEMY 340POBbIO,
camoyOuInCTBY;

5. cnocoBHOCTL BLI3BATb Yy aeTen xxenaHue yI'IOTpe6MTb HapKoTun4eCckmne cpeacrtBea,
MCUXOTPOMNHbIE U (VIJ'IM) ogypmMaHuBawUlne selecTBa, TabayHble nsgenus,
allKoroJsibHyHO U cnupTtocogepXxallyro npoaykuuo, nMBo N HANMTKU, N3rotaBJinBaemble
Ha €ro OCHOBE; NPUHATb y4aCTue B a3apTHbIX Urpax, 3aHMMaTbCA HpOCTMTyLLMeVI,
6pO}J,FI)KHI/1LIeCTBOM nnn I'IOI'IpOLIJ8I7IHVI‘-I€CTBOM;

6. o6ocHOBbIBatOLLAA UK onpasBAblBatoLlas AonyCcTMMOCTb Hacunms u (Mnu)
)KECTOKOCTU G0 nobyxaatoLlasi OCyLEeCTBSATb HACUINbCTBEHHbIE AENCTBMS MO
OTHOLLEHMIO K JTOASM U KMUBOTHBIM;

7. oTpuuaroLas ceMenHble LEeHHOCTU 1 (hopMUpPYIOLLIAs HEYBaXXeHNe K poauTensm u
(vnn) opyrum YneHam cembi;

8. onpaBabiBatoLLast NPOTUBOMNPaBHOE NOBEAEHUE;
9. cogepxalllas HeLleH3ypHyo GpaHb;
10. cogepxatlas nHdopmaLmio NopHorpadryeckoro xapakrepa.

K nugopmaunm, pacnpoctpaHeHne KOTOPOW orpaHNYeHo cpean geTen onpeaeneHHoro
BO3pacTa, OTHOCUTCS:

1. HpopMaLms, NpeacTaBnsiemasi B BUae U300pakeHUs Unm onmncaHust XXeCTOKOCTH,
U3MYECKOro U (MNK) NCUXUYECKOTO HACUIUS, NPECTYNNEHNS UM MHOTO
aHTNOOLLEeCTBEHHOIO AENCTBUS;

2. Bbi3blBatoLLAsA y AeTen CTpax, yXKac Unv naHuky, B T.4. npeacTaBnsiemMas B Buae
N300paxeHns Nnm oNUCaHns B yHWXXaroLen YenoBeyeckoe JOCTOMHCTBO hopme
HEeHacuNbCTBEHHON cMepTH, 3aboneBaHus, camoybuincTea, HeCHacTHOro criyyas,
aBapuu unu katactpodbl 1 (UKN) UX NOCNEACTBUMN;

3. npeacraengemMas B Buae nsodbpaxxeHumsa unm onncaHusi NosioBbiX OTHOLLIEHUI MeXay
MY>KYUHOW N XKEHLLMHOW;

4. copgepxallasi GpaHHble CrioBa M BbIPAXEHWSs, HE OTHOCALLMECS K HELIEH3YPHOW
OpaHu.

C y4yeTom atoro Bam npegnaratotca npasuna paboTbl B ceTn IHTepHeT ans
pasnU4YHbIX BO3PaCTHbIX KaTeropui, cobrniogeHne KoTopbix NO3BONUT obecneynTb
MHGOPMaLMOHHYI0 6€30MacHOCTL BalUMX OETEN.

O6Lwwme npasuna ans poautenen

1. HesaBncumo oT Bo3pacTa pebeHka MCcnonb3ynTe nporpammMmHoe obecneyeHme,
nomMoratrLliee unbTPoBaTb U KOHTPONMPOBaTbL MHOPMaLMIO, HO HEe NoslaranTech
NMOSIHOCTbIO Ha Hero. Balle BHMMaHWe K pebeHKy - rnaBHbIi MeTOA 3aLUmThI.

2. Ecnn Baw pebeHoK umeeT akkayHT Ha OAHOM M3 coumaribHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru un T.n.), BHUMaTenNbHO U3y4YnTe, KaKyto
NHOpMaLMIO MOMELLAIOT €ro Y4acTHUKN B CBOUX Npodunax n 6norax, Bkroyas
doTorpadun n BuaeO.

3. [NpoBepbTe, C KakuMn Opyrumu cantamu CBsi3aH coumanbHbli cepuc Balero
pebeHka. CTpaHuykm Bawero pebeHka moryT 6biTb 6€30nacHbIMMU, HO MOTYT U



coAepXaTtb CCbIfIKM Ha HexXenaTenbHble 1 OnacHble canTbl (HAaNpUMep, MOPHOCANT, U
CaunT, Ha KOTOPOM ApYr YNOMUHAET HOMEP COTOBOro TenedoHa Bawero pebeHka unu
Baw gomalwHmnin agpec)

4. Moowpsante Bawmnx geten coobuiats 060 BCeEM CTPAHHOM UINK OTTanKMBaKLNM U He
CINMULLIKOM OCTPO pearmpynTe, Korga oHM 3TO genatoT (M3-3a onaceHusi NoTepsTb JOCTYnN
K IHTepHeTy OeTu He roBopsT poanTensam o npobrnemax, a Takke MoryT HayaTtb
ncrnonb3oBatb NHTEpHET BHE AOMa U LLKOSIbI).

5. bygbTe B Kypce ceTeBoM Xn3Hn Bawwero pebeHka. HTepecynTech, KTO X ApYy3bsl B
MHTepHeT Tak e, Kak MHTepecyeTecb pearnbHbIMU OPY3bSMU.

BospacTt o1 7 oo 8 net

B UIHTepHeTe pebeHOK cTapaeTcsl MOCEeTUTb Te UM UHbIE CanTbl, 8 BO3MOXHO M YaTbl,
paspelleHne Ha NoceLleHne KOTopbiX OH He nony4un 6bl oT pogutenei. Noatomy
poauTensamM ocobeHHO NonesHbl ByayT Te OTYeThl, KOTopble NPeSOCTaBNAKTCA
nporpaMmmamMu no orpaHUYeHuto ncnonb3oBaHns MHTepHeTa, T. e. Poantenbckum
KOHTPOSb UN TO, YTO Bbl CMOXETE YBUAETb BO BpeMeEHHbIX (hannax. B pesynbTtare, y
pebeHka He ByaeT oLyl EeHNs!, YTO 3a HUM BeAEeTCS NOCTOAHHbIN KOHTPOSb, O4HAaKo,
poauTenu dyayT no-npexHemy 3HaTb, KakMe canTbl nocelwaeT nx pedbeHok. [letn B
AaHHOM Bo3pacTe 0bnagaroT CUrbHbIM YyBCTBOM CEMbUM, OHU JOBEPYUMBBI U HE
COMHeBatlTcA B aBToputeTax. OHM nobaT nrpatb B CETEBbLIE UMPbI U NyTeLleCcTBOBaTb
no VIHTepHeTy, NCNonb3yd 3MEKTPOHHYIO NOYTY, 3aX04UTb Ha CanlTbl N YaTbl, HE
pekoMeHOO0BaHHbIE POAUTENSMMU.

CoBeTbl N0 6e3onacHocTn B ceT IHTepHeT ans geten 7-8 net

1. Co3sganTe CNMCOK AOMaLUHKX NpaBun nocelleHnsa MIHTepHeTa npu y4actum geten m
TpebyiiTe ero BbIMNOSHEHNS.

2. Tpebynte ot Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaxoXaeHns 3a
KomnbtoTepoM. MNokaxute pebeHky, 4To Bbl HabnogaeTe 3a HAM He NOoToMy 4YTO Bam
3TO Xo4eTcH, a NoToMy 4TO Bbl Hecrnokontech 0 ero 6e3onacHOCTU 1 Bceraa rotosbl
eMy NMOMOYb.

3. KomnbtoTep ¢ nogknoyeHnem K IHTepHeTy JOMKeH HaxoanTbCs B 00LL e KOMHaTe
noza NPUCMOTPOM poanTenen.

4. Vicnonb3ynTte cneuyarnbHble 4eTCKMe NONUCKOBbIE MALLUHBI.

5. Ncnonb3ynTe cpeacTtea 6rIOKMPOBaHUS HEXENATENTbHOrO KOHTEHTA Kak AOMOMHEHNE
K cTaHgapTHOMY PoantensCKOMy KOHTPOSO.

6. Co3gante CEMENHbIN SNEKTPOHHbIN ALWKK, YTOObI HE MO3BONUTL AETAM UMETb
cobCcTBEHHBbIE agpeca.

7. BnoknpyinTe gocTyn K cantam ¢ 6ecnnaTHbIMM NOYTOBLIMU ALLMKAMU C MOMOLLbHO
COOTBETCTBYHLLENO NPOrpaMMHOro obecneyeHms.

8. Npuyunte geten copetoBatbecs ¢ Bamn nepen onybnmkoBaHnem Kakon-nmbo
MHJOpMaUUM cpeacTBamMmn 3NIEKTPOHHOM MOYThI, YaTOB, PEMMCTPALMOHHBIX hOpM 1
npodunen.

9. Hayunte geten He 3arpyxaTtb dpansibl, nporpaMmmbl v mMy3biky 6e3 Ballero
cornacus.

10. He paspeluanTte 4eTaM MCNonb3oBaTh CNYy>XO0bl MTHOBEHHOrO O6MeHa
coobLieHnsMN.



11. B «6enbii» CnMcok canToB, pa3peLleHHbIX AN NoceLweHns, BHOCUTE TONbKO CanTbl
C XopoLuen penytayuen.

12. He 3abbiBaniTe 6ecenoBatb C AeTbMu 06 ux Apy3bsax B HTepHeTe, kak ecnu bbl
peyb LUra 0 Apy3bsX B peasribHON XU3HMU.

13. He genanTte «taby» 13 BONPOCOB MNOSTOBOW XXM3HW, TaK Kak B VIHTepHeTe AeTn MoryT
Nerko HaTKHYTbCS Ha NopHorpaduio Unn canTbl «Ans B3POCHbIX».

14. MNpuyunte Bawero pebeHka coobLuaTb Bam 0 NOObIX yrpo3ax unu Tpesorax,
cBA3aHHbIX ¢ MHTepHeToM. OcTaBanTeCb CMOKOMHLIMW U HANOMHUTE AETAM, YTO OHU B
©e3onacHOCTK, ecniv cammn pacckasanu Bam 0 CBOMX TpeBorax. [Noxsanute nx u
NnocoBeTYNTe NOL4OWTHU eLle pa3 B NOJOOHbIX Criyvasix.

Bospact geten ot 9 oo 12 net

B naHHOM BO3pacTe AeTUn, Kak rnpaBusio, yxxe HacrlibillaHbl O TOM, Kakad MHd)OpMaLlI/IFI
CylweCTBYET B MHTepHeTe. COBepUJeHHO HOpMalibHO, YTO OHU XOTAT 3TO YBUOETD,
NMpo4ecCTb, yChnblllaTb. an/I 3TOM HY>XHO NOMHUTb, YTO AOCTYMN K HEXENAaTeJlbHbIM
mMmaTtepuanam MOXHO JIerko 3a6J'IOKI/IpOBaTb npn nomMmoLlun cpenctse PoauTtenbckoro
KOHTpOINA.

CoBeTbl No 6e3onacHocTu Ans geten ot 9 no 12 net

1. Cospaite CnMcoK AoOMallHUX NpaBun noceleHns IHTepHeT npy yyactumn aeten u
TpebywTe ero BbINOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobnogeHnss HOPM HaxXOXOeHUs 3a KOMMbIOTEPOM.

3. Habniogante 3a pebeHkoM npu paboTe 3a KOMMLITEPOM, NOKaXUTE eMy, YTO Bbl
B6ecnokouTechb 0 ero 6e30MacHOCTM 1 BCeraa rotoBbl OkasaTb eMy MOMOLLb.

4. KomnbtoTep ¢ nogkntoveHnem B VIHTepHeT AomKeH HaxoauTbCcHa B 00LLEeNn KoMHaTe
noza NPUCMOTPOM poanTenen.

5. cnonb3ynTte cpeacrtea GNokMpoBaHUS HEXXenaTenbHOro KOHTEHTa Kak AOMNOfHeHne
K cTaHaapTHOMY PoamntenbckoMy KOHTPOSHO.

6. He 3abbiBariTe NnpyHNUMaTbL HENOCPEACTBEHHOE y4acTMeE B XU3HN pebeHka
becepoBathb ¢ AgeTbMu 06 nx gpy3bsx B MIHTepHeTe.

7. HactamBanTe, 4Tobbl 4€TU HMKOrA4a HE Cornallanmcb Ha NNYHbIE BCTPEYN C
apy3bamu no VIHTepHeTy.

8. Mo3Bonante getam 3axoAnTb TOMbKO Ha canTbl U3 «Benoro» cnucka, KOTopbin
co3ganTe BMEcTe C HUMMW.

9. MpuyunTe geTen HMKOraa He BblaaBaTb NIMYHYO MHGOPMAaLNIO cpeacTBamu
3NIEKTPOHHOM MOYThl, YaTOB, CUCTEM MIHOBEHHOrO o6MeHa coobLLeHnsaMu,
perncTpaumoHHbIX POpPM, JINYHBIX MPOdUEN U NPU perncTpaumm Ha KOHKYpCbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxatb nporpammbl 6€3 Baluero paspelwueHuns. ObbscHuTe
UM, YTO OHM MOTYT Cry4arHO 3arpy3vTb BUPYCbl U OpYroe HexenaTtenbHoe
nporpamMmmHoe obecneyeHue.

11. Co3spgante Bawemy pebeHKy orpaHUYeHHY0 Y4EeTHYI0 3anuch Ans paboTbl Ha
KomnbloTepe.



12. MpuyunTe Bawwero pebeHka coobLuaTb BaM 0 NobbIX yrpo3ax unm Tpesorax,
cBsi3aHHbIX ¢ IHTepHeTOM. HanomHuTe aeTsm, 4To OHM B 6€30nacHOCTH, ecrin camm
pacckasanu Bam 0 CBOMX TPEBOrax U onaceHusix.

13. Pacckaxute getsam o nopHorpacum B MHTepHeTe.

14. HactanBanTte Ha TOM, 4TOObI €TV NpeaoCTaBnaAnM BamM AOCTYN K CBOEN
3IEKTPOHHOM NoYTe, YTOObI Bbl YOEaUUCh, YTO OHM He 0BLalnTCa C He3HaKoMLaMMu.

15. O6bACHUTE OETAM, YTO HENb3s UCMONb30BaTb CETb AN XynnuraHcTBa,
pacnpocTpaHeHna cnrieTeH uinmn yrpoas.

Bospact geten ot 13 go 17 net

B aTOM BO3pacTe nogpOCTKM aKTUBHO UCMOSb3YIOT MOUCKOBLIE MaLUMHbI, NOSb3YTCA
3IEKTPOHHOM NOYTOM, CryXbamMmm MrHOBEHHOro obmeHa coobLeHNAMN, cKadunBaroT
MY3bIKy 1 punbMbl. Manb4nkam B 3TOM Bo3pacTe bonblue No HpaBy cMeTaTb BCe
OorpaHnyeHusi, OHN XaxayT rpyboro toMopa, a3apTHbIX UMP, KAPTUHOK «45151 B3POCIIbIX».
[leBoykn npegnoymTatoT obLaTbca B YaTtax, npn 3TOM OHU ropa3ao bonee
YyBCTBUTESbHbI K CEKCYarnbHbIM JOMoraTenbcTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poaNUTENsIM yXKe BECbMa CITOXHO KOHTPONMpoBaTb CBOMX
AeTei, Tak kak 06 VIHTepHeTe OHU yXKe 3HAT 3HaUYNTENbHO BoMblUe CBOUX POAUTENEN.
Tem He MeHee, He OTnycKaTe AeTel B «cBOGoAHOe nnasaHme» no VNHTepHeTy.
CrapaiiTecb akTMBHO y4yacTBOBaThb B 06LeHNM pebeHka B MIHTepHeTe.

BaxHo no-npexHemy ctporo cobnogate npasuna NHTepHeT-6e3onacHoCTH -
cornalleHue mexay pogurtensamu u getbMu. Kpome T0ro, He06XoauMMO Kak MOXHO Yalle
npocmMaTtpuBaTb OTYeTbl O AesaTernbHoCTM AeTen B MIHTepHeTe. Cnegyet obpaTtuTb
BHUMaHWe Ha Heo6XoOMMOCTb CoAepXXaHUA POANTENbCKUX Naponen (naposen
aAMWHNCTPATOPOB) B CTPOrOM CeKkpeTe 1 06paTuTb BHUMAHWE Ha CTPOroCTb 3TUX
naponemn.

CoBeTbl No 6e3onacHoCcTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Co3ganTe cnMcok OMaLLHUX NpaBui nocelleHns VIHTepHeTa npu yv4actum
NoapoCTKOB N Tpebynte 6e3ycnoBHOro ero BbinonHeHna. Obrosopute ¢ pebeHkom
CMNCOK 3anpeLyeHHbIX CanToB («4EpPHbIA CIINCOKY ), Yacbl paboTkl B VIHTEPHETE,
PYKOBOACTBO NoO 0o6uweHunto B IHTepHeTe (B TOM Yncre B YaTax).

2. KomnbloTep ¢ nogknoyeHnem kK cetm VIHTepHeT OOoMmKeH HaxoauTbCs B 00LLEen
KOMHaTe.

3. He 3abbiBanTe becegoBaTb ¢ AeTbMKU 00 nx Apy3bsx B IHTEpHeTe, 0 TOM, YEM OHM
3aHATbLlI TakuM obpasom, ByaTo peyb MAeT 0 ApY3bsax B peanbHon xu3Hu. CnpawmvBanTe
0 Ngsax, C KOTOpbIMM AeTU 00LLaTCA NOCPEACTBOM CIy>K6 MIHOBEHHOro o6mMeHa
coobLeHnsamn, YTobbl ydoeanTbcs, YTO 3TK N0AMN UM 3HAKOMbI.

4. Ncnonb3ynTte cpeacTsa 6rOKMPOBaHMS HEXENaTENbHOro KOHTEHTA Kak LOMOSIHEHNE
K cTaHgapTHOMY PoantensCKOMy KOHTPOSO.

5. Heobxogmmo 3HaTb, KakuMu YaTamum nonb3ytoTcs Bawm getu. Moowpante
ncnonb3oBaHve MoaepupyeMbiX YaToB M HacTamBanTe, YToObl 4eTn He obLwanuck B
npUBaTHOM peXuMme.

6. HactanBante Ha TOM, YTOObI AETU HMKOrA4a HE BCTPEYANUCh JIMYHO C APY3bSMU U3
cetn VIHTepHerT.



7. NpuyynTte geTen He BblgaBaTb CBOK NUYHYIO MHOPMaUMIO cpeacTBamMum
3IIEKTPOHHOW MOYThbI, YaTOB, CUCTEM MIHOBEHHOIO OOMEHa COOBLLIEHNAMM,
perncTpaunoHHbIX (OOPM, JIUYHBIX NMPOOUNEN 1 NpU perncTpaLmm Ha KOHKYpCbl B
NHTepHeTe.

8. MNpuyunte geten He 3arpyxaTb nporpaMmmbl 6e3 Bawero paspelweHnsa. Ob6bsacHUTe
UM, YTO OHM MOTYT CIlydanHo 3arpy3nTb BUPYCbl UMK OPYyroe HexenaTenbHoe
nporpaMmmHoe obecneveHue.

9. MNpuyunte Bawero pebeHka coobaTb Bam 0 fobbIX yrpo3ax unm Tpesorax,
CBsi3aHHbIX C MIHTepHeTOM. HanomMmHuTe geTaM, 4To OHM B 6e30rnacHOCTU, ecriv camu
pacckasanu Bam, O CBOMX yrpo3ax unu tpesorax. [oxsanure nx n nocoBetTynTte
nogouTKU eLle pa3 B NogOOHbIX criyvasix.

10. Pacckaxute getsim o nopHorpadumn B IHTepHeTe. [lomorute um 3awmtmnTbCs ot
criama. HayunTte nogpocTKoB He BblAaBaTb B VIHTEpHETE CBOEro peanbHOro
3MEKTPOHHOIo agpeca, He 0TBeYaTb Ha HeXenaTenbHble NMCbMa U UCNONb30BaTh
cneumanbHble NoYTOBblE PUMbTPBI.

11. MpuyuymnTe cebs 3HAKOMUTLCSA C calTaMu, KOTOpbIe NOCELLAT NOAPOCTKN.

12. HayunTe peteit yBaxaTtb ApYrMX B MHTEpHeTEe. Y6eauTech, YTO OHU 3HAIOT O TOM,
YTO MpaBuia XOPOLUEro NoOBeAeHUs AeNCTBYIOT Be3[le — Aaxe B BUPTyanbHOM MUpe.

13. O6bsAAcCHUTE AeTAM, YTO HM B KOEM Crny4vae Henb3s ncnonb3oBaTtb CeTb
ANS XynMraHcTea, pacnpoCcTpaHeHUs CNieTeH Unm yrpo3 Apyrum Nioasam.

14. ObcyanTe ¢ nogpocTkamm nNpobrnemMbl CETEBbLIX a3apTHbLIX UIP U X BO3MOXHbIN
puck. HanomHuTe, YTO OE€TU HE MOTYT UrpaTb B 3TU UrPbl COTNAcHO 3aKOHY.

[MOCTOSAHHO KOHTPONMPYNTE Ucnosib3oBaHne VIHTepHeTa Bawwmm pebeHkom! 310 He
HapyLLUEHWE ero SIMYHOro NPOCTPAHCTBA, a Mepa NPeaOCTOPOXHOCTU N NPOSIBNIEHNE
Bawewn poantenbckon OTBETCTBEHHOCTU M 3a00Thl.

Mucemo MuHobpHaykm Poccnn ot 14.05.2018 Ne 08-1184



